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“Accountability is
Everything.”

“Creating a
comprehensive,
perpetual audit
hardens an
organization against
many kinds of loss
that often go
undetected until it’s
too late.”
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Introduction

From one perspective, a business is only its data — its customer data, its em-
ployee data, its product data, its financial data. Even its processes and partners
are represented by data. Compromise the data and you compromise the busi-
ness. It's that simple.

In a world replete with regulations and threats, organizations have to go well be-
yond securing their data. Essentially, they have to perpetually monitor their data
in order to know who or what did exactly what, when and how — to all their data.
The stakes are high and accountability is everything.

Proving accountability requires not only that all data be monitored. It requires
that complete records of access and use be kept. Those records create the au-
dit trail. It is the audit trail that shows who did what to what, when and how. It is
the audit trail that will snare the villain, detect anomalies, prove compliance and
provide assurance that data is used only in intended and appropriate ways.
Creating a comprehensive, perpetual audit hardens an organization against
many kinds of loss that often go undetected until it's too late.

Accountability and its instantiation — audit — need to be integral to systems and
process design. Baroudi Bloor believes that in time they will be. Just now, how-
ever, we as an industry, have a rather large mess on our hands, and need to
take concrete steps to address it today.

One significant problem is that organizations and their data, tools and processes
came into existence before the demand for audit became acute. We're trying to
apply after the fact functionality that ideally would have been part of the design.
To this end, we need to understand that there are better and worse ways to try
to solve this problem. In this paper we discuss the hazards that surround data,
show the role of audit in mitigating those risks, and describe best practices in
auditing data. In addition, we give one example of an intelligent approach to
data audit — Lumigent Entegra for Data Audit.
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Data At Risk

Businesses are completely dependent on their data. It is a critical corporate
asset and needs to be treated that way. Customers, stakeholders and regu-
lators hold businesses accountable for their data and the onus of account-
ability has fallen on IT.

We’ve known that data is critical to our business for a long time. If we don’t
protect salary information, we’ll have organizational mutiny. If we don’t pro-
tect our customer data, we expose ourselves to our competitors and to cus-
tomer defection. If we don’t protect our financial data, we risk theft and fraud.
And now, if we don’t protect our data, we risk the consequences of not com-
plying with data-protection legislation. Yet every area of vulnerability has
grown dramatically with the introduction of Internet technologies — both within
and without the organization. Think about the following:

Data Deluge

New data is growing at an average compound rate of about 30 percent per
annum, doubling about every 3 years — with some organizations already
managing terabyte size databases. Any concerns we had about our data a
few years ago pale against the concerns we have today, and are trivial com-
pared with what's to come. There’s no evidence that suggests we’ll have to
manage less data in the future. The sheer volume of data is a risk factor —
how do you tell if one tiny bit has been compromised?

“The worst cases of
digital fraud normally
occur from within —

Digital Under Attack employees often have
The rate of IT security breaches continues to increase. A 2002 FBI study, enti- direct knowledge ot
tled Computer Crime and Security Survey, reported that 85 percent of survey re- _
spondents had detected security breaches in 2001, with two thirds claiming how systems work, le

that they lost money as a consequence. Figures for 2003 from CERT (Com- gitimate access to
puter Emergency Response Team) based at Carnegie Mellon, indicate that these systems and an
the number of incidents almost doubled again in 2003 (www.cert.org has understanding of how
more detailed information). These figures reflect only those attacks that were to exploit them for

detected and reported. Many attacks go undetected. They are often sophisti-

E2]
cated automated techniques for gaining access to systems. fraudulent purposes.

The potential damage to an organization caused by digital intruders varies.
At minimum, it demands IT staff time to repair systems and close whatever
security loophole was exploited, on top of the lost productivity of anyone af-
fected by the breach. But the major, high-risk damage includes direct finan-
cial loss from the destruction of data or its theft, or from fraud. The CSI/FBI
statistics for 2002 put the average cost per incident of data theft at $2.7 mil-
lion. Other high costs come from brand damage, customer loss, and regula-
tory penalties.

Digital Fraud

Most digital attacks originate from inside an organization. According to PwC's
Economic Crime Survey, 60% of all fraud involves an employee of an or-
ganization, often working in collusion with outsiders. The worst cases of digi-
tal fraud normally occur from within — employees often have direct knowl-
edge of how systems work, legitimate access to these systems and an un-
derstanding of how to exploit them for fraudulent purposes.

Digital fraud is not always a matter of illicit access to systems. It can be the
abuse of normal applications: Legitimate staff can change a ship-to address
prior to delivery and change it back once they receive the illicit goods. With
access to a payroll system, salaries paid to employees that have left the
company can be redirected to someone else’s direct deposit account.
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“an avalanche of
legislation in the
U.S. and worldwide
now demands that
organizations take
responsibility not
only for their busi-
ness data, but for the
personal data of their
customers and em-
ployees as well.”
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Human Error, Data Loss, Data Corruption

Various studies indicate that only about 5 percent of catastrophic data loss

has a natural or otherwise unavoidable cause. Most data loss and corruption is
caused by human error. A study by California-based Broadcasters Network In-
ternational (BNI) found that 88 percent of the 300 systems managers they sur-
veyed believe accidental deletions cause the bulk of their data-loss headaches.
Accidental data loss as well as data loss and corruption as a result of viruses,
worms and other malicious acts is on the rise.

Complete data loss is usually lethal to an organization. The University of Texas
Center for Research on Information Systems found that 50 percent of compa-
nies that lose their data in a disaster never reopen. Ninety percent of the rest go
out of business within 2 years of the event.

The cost of any significant data loss is high. Consider the case of the city of
Oakland worker who accidentally deleted 15 years of records of CAD/CAM files,
irretrievably. Systems that don’t have any audit capability flirt with disaster daily.
Accidental deletes happen every day and usually go undetected until it is too
late to take remedial action.

Input errors can have dire implications as well. Buy.com discovered this in
1999 when it inadvertently offered a $588 Hitachi monitor for $164.50 — pre-
sumably the person entering the web site data made a mistake. That “input er-
ror” ultimately cost Buy.com $575,000 when they settled the suit filed by the
7000 customers who demanded that Buy.com deliver on its advertised price.

Faulty software can cause data errors and loss as well. For example, if a dis-
counting algorithm has been coded incorrectly, and the discount gets applied
twice under certain conditions, the error might go unnoticed for a long time —
how many customers complain that they paid too little? Once discovered, it's of-
ten impossible to undo the damage that’s been done.

Contending with Compliance

In the name of accountability (and culpability) an avalanche of legislation in the
U.S. and worldwide now demands that organizations take responsibility not only
for their business data, but for the personal data of their customers and employ-
ees as well. U.S. data protection legislation includes Sarbanes-Oxley, HIPAA,
USA PATRIOT Act, California Senate Bill 1386 and Gramm-Leach-Bliley. Most
developed countries, including the EU, Canada, Australia, and others, have also
enacted Data Protection legislation. In the banking industry, the New Basel
Capital Accord (Basel Il) is likely to be adopted worldwide. Financial institutions
are subject to regulation by myriad bodies, including the SEC, FRB, FDIC, OTS,
NCUA, and various state agencies.

In an ideal world, complete data integrity would mean being able to show that
data has not and could not have been compromised. Proving integrity implies
providing a comprehensive data audit. Increasingly, legislation requires busi-
nesses to audit data access and report events in which that data has been com-
promised.

The business that does not comply with compliance regulation puts itself at fur-
ther risk. Business executives who try to mitigate risk by tasking IT with the re-
sponsibility for data may find themselves held personally culpable should unde-
tected errors result in the use of inaccurate information or in the unauthorized
release of data that should be secured.
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Implementing compliance may ultimately benefit everyone — but as the
first generation charged with its implementation, companies are finding
that compliance can carry a heavy price tag. Failure to prove compliance
may prove even costlier. Consider the following legislation and the failure
to comply:

The Sarbanes-Oxley Act (SBA) makes the CEO and CFO of a publicly
held company personally responsible for his or her company’s financial

reports. Under SBA, financial misrepresentation is punishable by fines, “....companies are find-
imprisonment or both, regardless of intent. ing that compliance can
To understand the risk of inadequate data protection consider the situation ca_rry a heavy price tag_.
where a database administrator makes a change to information held in fi- Failure to prove compli-
nancial tables. The change alters some of the financial values that feed ance may prove even
into the company’s annual financial returns, indicating a slightly better fi- costlier.”

nancial situation than was actually the case. Unaware that the figures are
misleading the CFO attests to their accuracy. Whether the change was an
unintended error or an attempt to manipulate stock values, once the error
is discovered the accounts have to be restated and the company stands
accused of misleading the market. The event will be damaging to the
company’s reputation and may involve the CFO in criminal proceedings.

Because of SBA, best practices in accounting now demand the assess-
ment and monitoring of data security, integrity and availability.

California Senate Bill 1386 demands that all organizations provide Cali-
fornians with immediate notification when confidential information about
them has been compromised due to a breach of security on any computer
system that stores their personal data. This law applies worldwide to any
company holding information on Californian residents.

If a company doing business with California residents is hacked, and that
company cannot prove that customer information was not compromised,
according to California Senate Bill 1386, that company must alert every
one of its California customers. The direct cost alone would be substantial
— but the damage to the brand could prove catastrophic. Customers
choose where they do business. When doing business means disclosing
personal data, the customer is entrusting the business with that data. The
company is securing that trust with a promise — that is — the promise of
brand. Renege on the promise — forfeit your brand. Forfeit your brand and
you forfeit your business. Not a pretty picture.

The Health Insurance Portability and Accountability Act (HIPAA) pro-
tects a patient’s personally identifiable health information. HIPAA applies
to all medical providers who collect protected health information, and car-
ries financial and criminal penalties for any violation, deliberate or other-
wise.

Consider the situation where stories circulate in gossip columns about a
film star suffering from an embarrassing medical condition. Suspicion will
naturally fall on the star’s healthcare providers. If these providers cannot
prove that there has been no unauthorized viewing of the patient’s re-
cords, the onus will fall on them.
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“data audit provides
invaluable protection
inside an organiza-
tion — where an
organization is most
vulnerable.”

“data audit provides
the last line of
defense for data
protection.”
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The Gramm-Leach-Bliley ACT (GLBA) and Basel Il target the financial sector.
GLBA protects the confidentiality of personal financial information collected by
banks, insurance companies, brokerages and other financial institutions. Be-
yond GLBA, the banking sector will likely adopt the New Basel Capital Accord,
Basel Il, which defines banking process aimed at internal control, risk manage-
ment and assurance.

Most large banks are already starting to move towards compliance with Basel I,
which directly impacts IT, requiring that IT departments ensure that the informa-
tion held in their systems is accurate.

Data accountability is the focus of many other initiatives around the world, in-
cluding SEC audits, Homeland Security and the ISO17799 Code of Practice
for Information Security Management. As initiatives are adopted, companies
that don’t comply risk substantial legal (and financial) liability.

Another impetus for auditing data activity is the need for best practices, which
are required by Federal Sentencing Guidelines, insurers, audit guidelines, and
common sense.

Mitigating the Risk to Data through Audit

Data — we can'’t live without it, and living with it puts us at risk. Baroudi Bloor be-
lieves that implementing a comprehensive data audit can largely mitigate that
risk. Data audit enables an organization to identify who created, changed, de-
leted or accessed data — when and how. The very existence of data audit can
have a strong chill affect on would-be perpetrators — no action would go unseen.

Including an alert capability to draw attention to anomalous data events means
that problems surface quickly with a much greater probability of timely, effective
resolution. When problems aren’t found for 18 months, which is typical with digi-
tal fraud, for example, the likelihood of apprehending the thief plummets. Fur-
ther, the audit trail provides important prosecuting evidence.

Data audit should be an integral part of operations. Not only does it augment
rigorous perimeter security by actively logging all access to all data, data audit
provides invaluable protection inside an organization — where an organiza-
tion is most vulnerable.

Groan as we may, regulation is a growing part of our business existence. Data
audit can provide a coherent framework for compliance mandates, ensur-
ing that data are appropriately monitored and that breaches are reported. Add-
ing data audit to strong policy management and other forms of IT security pro-
tects an organization much more thoroughly than do policy and security alone.
Providing a complete record of data access, changes to data, and changes to
database structure such as logins and permissions, data audit enables organi-
zations to verify and demonstrate adherence to security policies and compliance
imperatives. Because of the shifting sands of requirements and capabilities,
policies and technical safeguards are often flawed the moment they are imple-
mented — data audit provides the last line of defense for data protection.

Some compliance may bring business benefits in its own right, somewhat
assuaging the inherent pain. For example, complying with Basel Il is potentially
advantageous for banking institutions. Banks that can demonstrate an advanced
level of risk management will reduce their capital and long-term costs by virtue
of being a better credit risk. In general, compliance to regulatory mandates
makes it easier for businesses to do business with other businesses — compa-
nies are more willing to partner with businesses they know to be secure.
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A data audit capability can greatly enhance the operational integrity.
Audit trails show complete details of all structural changes and transac-
tions and their consequences, making recovery from accidental deletion or
erroneous data entry relatively simple.

Automating data audit process saves money. As the need for audit contin-

ues to increase, the cost of manual audit increases as well. Automating

data audit is ultimately much more effective and efficient — data audit is an

always-on process that needs to extend and adapt to reflect changes in an

organization. Fully vetted automated audit is much less prone to human

error, much more scalable and manageable, and much less susceptible to = “Automating data audit is

compromise. ultimately much more ef-
fective and efficient —
Best Practices for Data Auditing data audit is an always-

Making an organization completely accountable for all its data can seem a on process that needs to
mammoth task. Despite increased sophistication in every area of comput- extend and ada_pt to
ing, we have no built-in, comprehensive and dependable mechanisms that reflect changes in an
provide a bulletproof audit trail showing how data has been accessed or organization.”
used. Continuously auditing existing systems and processes is a huge un-

dertaking — one that requires in-depth analysis, courage and follow-

through. It is not a task for the feint of heart. Yet every business that wants

to stay in business must address it — and the sooner the better. For most,

it's evolutionary.

We’ve gathered what we believe are best practices in auditing. Like any
set of best practices, we mean it to be extensible. If you identify other im-
portant elements, please let us know. Here’s what we’ve identified:

Separate Responsibility. The team responsible for auditing a system
must be distinct from the team that’s administering and using that system.
There must be no possible conflict of interest. It's particularly important to
separate audit from other aspects of IT such as database administration.
This “separation of duty” is a key principle of auditing frameworks used to
evaluate compliance.

Keep the Data Audit System Independent. The data audit system needs
to be independent of other IT systems, (with the possible exception of
other IT security systems). All data audit information must be restricted to
read-only access. Nothing or no one should be able to alter an audit trail.

Make it Scalable, Extensible, Efficient. The data-auditing platform must
accommodate growth and the addition of new data resources. Keep its
operation overhead low, so that extending or scaling its use is cost effec-
tive. From an operational perspective, data audit is an integral part of the
applications environment.

Make it Flexible. Audit requirements will change — ensure that you can
respond quickly and easily to those changes by deploying a flexible audit
framework.

Centralize Management. Ensure that operational procedures are con-
trolled from a single point and that analytics can be applied to the whole
data audit record. A data-auditing platform must be capable of auditing
multiple databases on multiple physical servers.
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“All usage must be
closely controlled
and audited,
maintaining a com-
plete record of who
accessed informa-
tion in any way.”
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Secure the Data Audit Platform. The security of the data audit capability must
be guaranteed so as to prevent any interference with its operation in any way by
staff other than those designated. It must not be possible to turn it off, except by
the staff administering it. A record of all times that it goes out of service for any
reason must be kept. The data audit platform itself must contain no “back door
access” to its own data or allow such back door access to the data of any of the
databases it monitors.

Identify the Data. Establish and maintain an inventory of all data, including data
coming from outside sources.

Analyze the Data. Determine the roles, vulnerabilities and liabilities relative to
all data. Assess the data from an operational perspective, as a target for fraud,
and from a compliance perspective.

Make it Complete. Ultimately, data audit policy needs to embrace all data in an
organization, including all application data, all communications data including e-
mail and instant message logs, transaction log files and all information passed
to or around an organization from the inside or outside.

The data audit must create a complete record of who accesses data when and
through what application or utility. Where data changes occur, before and after
values must be recorded. The audit must record all database design changes,
all schema changes, all changes to access permissions, and any data access
through database utilities. The audit must record who accessed the data, when
and via what path. Any access path not under the purview of the audit must be
closed.

Enable Reporting and Analytics. To use data audit forensically — that is, to de-
termine what happened — requires the ability to view data broadly and in-detail.
It must be possible to assess any impact on data from the beginning to end of
any transaction.

Establish Normal Usage Patterns. Without normal usage patterns, it’s difficult
to detect anomalous usage.

Establish, Document and Review Policy. Create policy to govern the use of
the data audit capability and review it regularly in light of regulatory and compli-
ance demands, organizational changes, new applications, partnerships or inter-
actions. Where data is shared with other organizations or comes from other or-
ganizations, the data audit policy for that data must be agreed between organi-
zations, with responsibilities contractually defined. Understand that an organiza-
tion cannot outsource its risk along with its data.

Documenting data audit usage is critical and becomes part of the audit process
itself. This documentation articulates the audit process and is necessary both for
forensic and compliance issues. Data audit implemented directly to satisfy regu-
latory mandate should refer directly to the elements of the regulations it satisfies
(Sarbanes-Oxley, HIPAA, GLBA, etc.).

Various constituencies within an organization have legitimate reasons to track
the use of data. All usage must be closely controlled and audited, maintaining a
complete record of who accessed information in any way.
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Monitor, Alert, Report. Depending on the risk, tie anomalous events or
data to alert systems — potentially real-time alarms.

Augment and Complement Security. Data Audit augments and com-
plements other IT security — particularly perimeter security (firewalls, IDS,
encryption, etc.) and identity management. Data audit mitigates the risk
inside the firewall — where, in fact, data is at greater risk. For the audit to
be reliable, user identities must be secure and properly managed. All
changes to identity and access permissions, both for applications and da-
tabases, must be audited.

Back up and Archive. The data audit trail is critical to an organization’s
operations and security. The audit trail itself must be backed up, archived,
and, ideally, stored remotely.

Create Procedures for Operational and Disaster Recovery. The audit
trail is where everyone will turn when there’s data loss or compromise of
any kind. Create policies and procedures that govern how the audit trail is
accessed and how to recover loss. All recovery operations must be au-
dited as well.

Creating the Data Audit

Most businesses have policies and procedures in place that reduce risk to
data. However, few companies have implemented any kind of audit trail for
data, and, of those, most use database triggers or modify their applica-
tions, which increases risk rather than reducing it.

(17 H H
Database triggers are difficult to create and deploy, require perpetual man- few companies ha‘{e s
agement and impact overall performance. Their administration is typically plemented any kind of
under the purview of the database administrator — undermining the essen- — audit trail for data, and, of
tial need for independence in audit. They typically cannot capture data ac- = those, most use database

cess activity. triggers or modify their
Modifying applications is a dangerous and unending task. Each and every applications, which in-
application has to be modified in every place at which data activity may creases risk rather than

occur. The modifications themselves introduce risk. The process is costly
and labor-intensive and far from foolproof. Applications that were pur-
chased as product may not allow modification — or modifying them could
render them unsupported by the application vendor. When the application
needs to be patched or revved, the audit modification might have to be
done over from scratch. Modifying the applications does not address
someone directly accessing the database itself.

reducing it.”

Both of these approaches rely on the integrity and competence of the de-
velopers tasked with design and implementation. Do these developers
completely and thoroughly understand every possible nuance and sce-
nario now and in the future to the extent that they can ensure a failsafe
audit? Are they beyond leaving some back door in for “operational use
only”?

Neither creating database triggers nor modifying applications provide
what’s needed for real data accountability. Neither of these approaches
captures changes to database permissions and schema — an easy way to
subvert simplistic approaches to audit. Neither provides the independence
needed for reliable audit.
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“Lumigent’s
approach to data
audit reflects a deep
understanding of
both the risks inher-
ent in data and the
benefits of providing
comprehensive data
audit.”
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A Platform for Enterprise Data Audit:
Lumigent® Entegra™

Lumigent has taken a very different approach, creating a data audit capability
that operates independently of other systems. This independence is critical for
gaining irreproachable information — for true data forensics, complete opera-
tional integrity and actual compliance verification. Lumigent’s data audit prod-
ucts operate independently of both other applications and database administra-
tion. It is outside both the applications and the data, monitoring all access to all
systems to create a comprehensive view and end-to-end audit.

Lumigent Entegra software directly interfaces with database management sys-
tems. Entegra uses three different agents to monitor and collect data from data-
bases: a data modification agent that monitors and records all modifications
within the database, a data view agent that reports all access to data held in the
database, and a structure agent that monitors structural, permissions, and login
activity. An alerting capabiltity generates alerts of suspicious or unusual activity
in the database.

Entegra captures database activities directly, and records the SQL access
statements, user details, date and time and session information, and changes to
data when they are made. The data activity from multiple servers is consolidated
into a unified, structured repository and can be viewed using standard reporting
tools, but Entegra also provides a report server that includes browser access,
including filtering features that can customize display results for different users.
Audit data can be archived regularly to make room for new data. Administration
and deployment from a single console provides easy management.

In Conclusion

Businesses have a responsibility to their shareholders, business partners, cus-
tomers, regulators, auditors and staff for the responsible management of data.
Unauthorized access or unintended changes to an organization’s data can crip-
ple or ruin a business. Data theft, error, loss, corruption or fraud can cost a com-
pany its reputation, its profits, or both. Data audit not only protects an organiza-
tion’s data, it ensures accountability, recovery and longevity for an organiza-
tion’s data-dependent systems.

A comprehensive data audit capability delivers operational benefits beyond risk
management and reduction, and legislative compliance. It complements the
whole range of IT security, improves the operational integrity of overall IT sys-
tems, establishes accountability for data usage across an enterprise, and pro-
vides a means to analyze data usage.

As an industry, we have yet to design audit and accountability into our systems.
Baroudi Bloor believes that Lumigent’s approach to data audit reflects a deep
understanding of both the risks inherent in data and the benefits of providing
comprehensive data audit. Lumigent’s independent and comprehensive ap-
proach has the potential to significantly mitigate data risk across the spectrum of
threat — from internal and external attack, human error, and natural disaster to
regulatory compliance. Lumigent’s approach is sane, sensible and extensible
and can give organizations the assurance that their single greatest corporate
asset — their data — is truly protected.
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This white paper was written by Robin Bloor and Carol Baroudi of Baroudi Bloor International Inc. for Lumi-
gent Inc. to position Lumigent’s Entegra technology. Baroudi Bloor International is a research, analysis and
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