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Abstract: Modern computer transactions can be completed in nanoseconds; almost every aspect of life has an interface with computer systems. This rapid completion and sheer volume of electronic transactions simply indicates that traditional auditing techniques are no longer either applicable or efficacious; they are no longer capable of guaranteeing the integrity of an entity’s transactions. Modern methodologies, like Computer Assisted Audit Tools (CAATS), whilst affording the auditing profession much power in terms of investigating transactions, are still run in batch and may be too belated to prevent fraudulent transactions. If business is carried out in real time then so too should the auditing of the transactions. Policing of data needs to be dynamic and contemporaneous with transaction entry; it must follow the data paths from all sub ledgers through to final posting in the General Ledger. The skills required to operate, monitor and maintain these systems dynamically do not reside wholly within the current auditing/accounting communities but, rather, in the realms of business information technology experts. New paradigms of auditing and standards need to be both accepted and implemented to match the relentless pace of technological change.  This paper is not aimed to deprecate traditional auditing techniques but rather to offer an alternative, electronic, real-time approach suitable for the 3rd Millennium. 
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          Continuous Auditing.


Introduction

“The world we have created today as result of our thinking thus far, has problems
which cannot be solved by thinking the way we thought when we created them.” (Attributed to Einstein).

 ‘Although there is a clear necessity to increase the scope of audit coverage in areas of high organisational risk, there are surprisingly few cost-effective alternatives available’, (Casazza and Magath, 1998). This is still a truism as we move into 2003;  software packages exist which offer batch processing of extracted data and they can perform powerful examinations of transactions. These Computer Assisted Audit Tools (CAATS) routines are utilised widely by auditors around the world but they only exist in batch and depend upon the whims and fancies of the operators utilising them. They also, to an extent, depend upon the willingness of the IT department to extract and provide the data from the database systems. It could be argued that this is merely an extension of the traditional manual audit whereby random sampling and substantive testing could never cover the complete gamut of  business activities. Packages also exist and are under development currently which send alerts in the form of e-mail and SMS texts to mobile telephones. These alerts may be triggered by fairly primitive events and are certainly not rules based. 

Vasarhelyi et al (2003) coins the term ‘electronization’ implying that all aspects of modern business are now transacted electronically, see Figure 1 below. However, the situation goes deeper than the electronization of business, it transcends almost all of our daily life activities. Hospitals are linked electronically, centralised booking schemes apply in most walks of life, the ubiquitous Internet provides electronic commerce for almost all commodities, driving theory tests are taken electronically, air traffic control systems maintain safety in the airways and even the pub tills are networked. In the early 1970’s we were lucky to ‘teleprocess’ four, 80 column punched cards a minute, if the telephone line stayed up long enough, thirty years later we strive for ever faster connections with broadband and satellite links available to more of the population than ever before.
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  Figure 1. Electronization of Business. Vasarhelyi Greenstein, O’leary, Ray (          2003      Reproduced with kind permission.

Vasarhelyi et al (2003) comment on this electronization:

A bitable society requires an entirely new set of processes and players, where traditional companies will either perish or incorporate substantive changes in how they may they conduct business…….the phenomenon of electronization is a heterogeneous one with firms and industries developing features at different paces.  This heterogeneity presents yet another challenge to developing new and relevant accounting standards that drive the processes found in state-of-the-art AIS.

The corollary to this must be that not just accounting standards but also practical methodologies must be radically reviewed and redesigned. What is required is the ‘electronization’ of auditing in order to keep policing in line with business. We can no longer accept that an annual audit can even scratch the surface of the complex electronic transactions occurring every second of every day. Casazza (1998) writes:

‘Most importantly, the testing sample is generally taken from a fairly large period of time, perhaps six months to one year. Manual sampling and testing is a time intensive process and as a result, small sample sizes were traditionally selected. This resulted in the information systems equivalent of searching for a needle in a haystack’. 

There is a new standard, developed over the last two years, which allows for a standard reporting climate to exist. It is called the Extensible Business Reporting Language (XBRL), and it defines every element of a generic General Ledger allowing it to be read by most computing platforms. It is a universal standard which has been adopted throughout the World and more details may be found at www.xbrl.org. The following description, taken from the website, briefly explains the standard’s raison d’etre: 

The XBRL community creates taxonomies to describe in a standard way how business reporting information are to be described. An XBRL taxonomy is a standard description and classification system for the contents of accounting reports. XBRL taxonomies can be regarded as extensions of XML Schema. Information producers take their accounting information from their accounting system, and code it in a standard fashion as described by the taxonomy. For example, in financial statement reporting, an electronic Annual Report would, for example, contain financial statements, auditors report and notes, all coded and identified in XBRL.  (Note 1).

This standard shows how a practical approach to universal business reporting may be adopted and utilised around the World in many diverse areas; it knows no boundaries in its deployment. The reporting emanates from the General Ledger area of the business and this is the ultimate area in a journey of keystrokes and postings which have been made from the very first entry of a sales or purchase order or an adjustment or a booking. The sub ledgers which eventually post into the General Ledger are diverse and will depend upon industry type; one might accept that most business transactions buy, process and sell commodities or offer services which have costs associated with them. Systems may well be multi-company with each entity running its own integrated systems, with the General Ledger consolidating into a Country based system; this, in turn may well consolidate into a Continental system with all of the Continents consolidating into one World General Ledger. Complex systems like this are not uncommon but the standard Small or Medium sized Enterprise (SME) usually comprises of just one set of ledgers posting into the General Ledger.

Simple or complex, the accounting reporting functions all emanate from the General Ledger and regardless of the medium used to report, XBRL, paper, screen or, maybe, even spreadsheet, the data arriving at the General Ledger must be  reliable. The integrity of the sub ledgers must remain 100% accurate and secure. The problem is, however, unless we monitor every keystroke, every transaction and the patterns of every transactions, we are not in a position to guarantee this integrity. If we can not guarantee this integrity then we are not in a position to assure to the business stakeholders that the information we are reporting is feasible. 

Continuous Auditing is defined by Kogan et al (1999) as:

 ‘a type of auditing that produces results simultaneously with, or a short period of time after, the occurrence of relevant events…continuous auditing can only be feasible if implemented as (1) a fully automated process and (2) a process with instant access to relevant events and their outcomes. The only way to satisfy these requirements is to implement continuous auditing on an online system’. 

Continuous auditing has been debated for many years, mainly in academic circles, but the high profile cases of such companies as Enron, WorldCom, Xerox, Wickes, Bulmers and a whole host of other frauds, have now brought a pressing requirement for delivery of practical solutions. The time has never been better from a technology viewpoint, we have very strong processors capable of being partitioned for running parallel activities, we have disk mirroring and raid systems which give us the capability to capture transactions, we have petabytes ( a petabyte is one thousand trillion bytes) of cheap disk storage, we have broadband networks delivering very high speed data transfer, strong encryption algorithms to provide a high level of security and above all else we have the will.

In America last year the Centre for Continuous Auditing was formed  at Texas A & M University, a governing body was constituted and research universities enrolled. In December last year the European Centre for Continuous Auditing was announced within the Information Systems Security Research Group at the University of Salford. Amongst other things it is the responsibility of these Centres to ensure that standards are designed maintained and delivered, which will enable continuous auditing products to be rapidly, yet efficiently, developed.

This paper will now propound a structure within which continuous auditing may be developed; it requires new ways of thinking, new standards, new software products but above all else it needs positive new approaches from the Accounting and Auditing professions in order to ensure that we restore some of the credibility which has, so sadly, been lost over the past few years.

A New Paradigm

Machiavelli wrote in 1515:

          ‘IT MUST BE REMEMBERED that there is nothing more
          difficult to plan, more doubtful of success, nor more dangerous

           to manage than the creation of a new system.

FOR THE INITIATOR has the enmity of all who would profit by
the preservation of the old institution, and merely lukewarm

defenders in those who would gain by the new one.’

Anyone who has project managed the implementation of a new, integrated system in an organisation will have great sympathy with these remarks; seemingly this is a basic human trait with a history of nearly 500 years. It is a characteristic which, understandably, is exhibited whenever new Continuous Auditing ideologies are debated with the Auditing Community. Surprisingly however, there are very few organisations where, one year down the line with their new systems, people are still pessimistic and negative.

Data Levels

There are three basic areas of data examination in order to apply effective, comprehensive auditing of systems:

· Keystroke level

· Transaction level

· Transaction pattern level

Keystroke Level

To be successful in thorough policing, all keystrokes must be examined; it is not merely the application software transactions which can effect the database. Most database systems allow for data manipulation through the use of utilities, the most common of which is Structured Query Language (SQL). Although most application users will be unfamiliar with this utility anyone determined to commit a fraud, armed with the necessary system authorisation, can update a master file in seconds. 

According to the American National Standards Institute (ANSI), ‘SQL is the standard language for relational database management systems. SQL statements are used to perform tasks such as update data on a database, or retrieve data from a database. Some common relational database management systems that use SQL are: Oracle, Sybase, Microsoft SQL Server, Access, Ingres, etc. Although most database systems use SQL, most of them also have their own additional proprietary extensions that are usually only used on their system. However, the standard SQL commands such as "Select", “Join”, “Project”, "Insert", "Update", "Delete", "Create", and "Drop" can be used to accomplish almost everything that one needs to do with a database’. (Note 2)

The key words, from an auditing perspective, are “update”, “join”, “insert” and “delete” and the use of such utilities should never be needed. On occasions the referential integrity of  database entities may be lost but this requires a trained technician to repair and not an application user.

Some manufacturers of database technology offer alternative utilities to SQL where a higher level interface to the database makes reporting more user friendly. Others offer utilities which not only allow reporting but also updating. One such utility for the IBM mid-range server platform, the AS/400, is Data File Utility (DFU). This tool allows any database file to be altered with, subsequently, no trace whatsoever. In the following example the utility will be called and the file named ‘IIMST00’ will be opened. This file is the master stock balances file in a widely used set of applications from Chorus Software, Barnstaple, England. Once opened, the quantity of a product will be altered and the utility closed down. The system produces a one page audit report which may be opened or deleted, no record of the transaction is kept anywhere.

Stage One 

Signed on as security officer, the highest authority in the OS/400 Operating System, at any command line simply enter the following:

Selection or command                                                           

 ===> UPDDTA FILE(CHGDG#SOLA/IIMST00)                                           

 F3=Exit   F4=Prompt   F9=Retrieve   F12=Cancel    

The command calls the ‘update data’ or UPDDTA utility and instructs it to open the file IIMST00 which is to be found in library CHGDG#SOLA.

Stage Two

The following screen is exhibited, notice the file has been opened, the mode is ‘CHANGE’, and it is prompting for the product code and stock point.

WORK WITH DATA IN A FILE                       Mode . . . . :   CHANGE         

 Format . . . . :   IIMST                       File . . . . :   IIMST00        

 Product Code:                                                                  

 Stock Point:    

Stage Three  

Having entered the product code and stock point the following  screen appears and any field may be amended; notice that the physical stock  is 108.000 and the standard cost is £105.91.                                                                        

WORK WITH DATA IN A FILE                       Mode . . . . :   CHANGE         

 Format . . . . :   IIMST                       File . . . . :   IIMST00        

 Product Code:            40990MED                                              

 Stock Point:             01             Delete Flag:                           

 Physical Stock:               108000    On Works/Supplier Order:               

 On Customer Order:                      Return Pending:                        

 Minimum Stock:                          Maximum Stock:                         

 Re-order Quantity:                      Prefered Supplier:       000270        

 Supplier Part Number:                                                          

 Standard Cost:               1059100    Last Cost:                   1059100   

 Average Cost:                 327817    Date Last Sold:          1021219       

 Date Last Ordered:                      Date Last Received:       990714       

 Bin Number:                             Picking Sequence:                      

 Unit of Purchase:        EACH           Quantity Of Purchase:           1000   

 Stock alloc to customer:                Lead Time:                             

 Last Cost Ex-works:                                                            

 Standard Cost Ex-works:                                                        

 Average Cost Ex-works:                                                         

 Freight Uplift %:                                                              

Stage Four

Finally, having reduced the physical stock to one, the database is updated and £11,332.37 has been wiped out of stock in about one minute; if the same operation is carried out on the Inventory Control file, i.e. it is reduced by £11,332.37, then the Inventory and General ledgers will balance and the whole operation is undetectable.

WORK WITH DATA IN A FILE                       Mode . . . . :   CHANGE         

 Format . . . . :   IIMST                       File . . . . :   IIMST00        

 Product Code:            40990MED                                              

 Stock Point:             01             Delete Flag:                           

 Physical Stock:                 1000    On Works/Supplier Order:               

 On Customer Order:                      Return Pending:                        

 Minimum Stock:                          Maximum Stock:                         

 Re-order Quantity:                      Prefered Supplier:       000270        

 Supplier Part Number:                                                          

 Standard Cost:               1059100    Last Cost:                   1059100   

 Average Cost:                 327817    Date Last Sold:          1021219       

 Date Last Ordered:                      Date Last Received:       990714       

 Bin Number:                             Picking Sequence:                      

 Unit of Purchase:        EACH           Quantity Of Purchase:           1000   

 Stock alloc to customer:                Lead Time:                             

 Last Cost Ex-works:                                                            

 Standard Cost Ex-works:                                                        

 Average Cost Ex-works:                                                         

 Freight Uplift %:                                                              

The operation was carried out with the database administrator password and the reason we have password control is just for this reason, to prevent unauthorised access to various areas of the system. Research carried out, within the ISSRG at the University of Salford  in the autumn of 2002, by sending a questionnaire to 1,500 UK Companies, shows some alarming trends in password management. The survey was made on a random selection of companies, all of whom were defined as Small or Medium sized Enterprises (SMEs) by the Companies Act 1989.

   If a Company meets two or more of the conditions shown in a year it takes that definition.

                       Small Company

Medium Company 




    1.
   Turnover

            Less than £2.8 million

Less than £11.2 million

    2.
   Balance sheet total 
            Less than £1.4 million

Less than £5.6 million

    3.  
   Number of employees
Less than 50


Less than 250

The Companies Act defines the size of company in order to specify the accounting and         auditing practices which the company must, by law, undertake. The survey was carried out specifically with SMEs since they are considered more at risk from electronic fraud than their larger counterparts. 

To defraud the company using SQL or SQL derivatives needs security clearance; the user must be signed on at the highest authority. Here is the response from the survey:

Figure 2. Answers to the question: ‘Is the supervisor/administrator of the system’s password known to other people?’
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In a security minded company passwords get changed regularly, here, then, is a further response:

Figure 3. Answers to the question:‘Are passwords changed Monthly, Bi-Monthly, Quarterly, Bi-Annually, Annually, Never?   
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There can be no doubt, whatsoever, that the parsing of every keystroke for the operation of database utilities is a firm requirement for any new Continuous Auditing paradigm.                   
Transaction Level

Application software transactions are generally checked at the time of entry. These checks are usually relatively simple processes, e.g. the date is within range, the field is numeric or the field is mandatory or non mandatory etc., These checks vary by software vendor and some packages may be tailored to a higher  or lower level of security.

Some 18 years ago the World’s first CAAT was written. This tool was driven by  Audit Control Language, ACL. Both the language and its associated tools have been developed over the years until it is the largest selling module with very powerful tests for the auditor to carry out. There are now several other products available like IDEA, Audicon, Autoaudit, AuditServe, Rapport, and Pentasafe.

CAATs work in batch on extracted data and the tests are specified by the auditor. They generally work at PC level and the output is both graphical and printed. CAATs may detect instances of fraudulent transactions but, as in the case of the traditional audit, the crime may have been committed long ago.

Files and fields may be examined in minute detail using CAATS and tests may be made to verify data, search for gaps, run Benford’s law
 (Note 3) over order numbers, create statistics, verify that the correct number of records are in place, examine data ranges, stratify data, age data, classify data, create trends and averages, etc.  The list is endless. 

If CAATS could be made to run in real-time, as the transactions are entered or a short while afterwards then the naissance of  true continuous auditing would be witnessed. It is a scenario which is achievable by the CAAT software developers and the first to achieve such a transformation could gain a huge market share. ACL and Audicon have the ability to check for keywords which suggests that keystroke parsing is achievable within the CAAT itself. These two companies have discussed the possibility of real time processing and can certainly agree with its merits and advantages.

If the premise that SMEs are very vulnerable to electronic fraud is correct, and there is every reason to believe it is, then an affordable continuous auditing solution has a potential market of 3.2 million companies in the United Kingdom and 30 million in North America and Canada. These figures alone should begin to make impressions on some of the CAAT developers.   

Transaction Pattern Level

Monitoring keystrokes
dynamically and running CAAT software real-time are both very powerful audit tools but there is a third level which will complete the security fence around the data. This level is the monitoring of data over a period of time using expert systems and rules based criteria. Take the following simple example:


Action






Acceptable to System

1.
System Administrator (SA) signs on remotely.


Yes

2.
SA goes to master file maintenance routines.



Yes

3.
SA opens supplier master file, searches for supplier.


Yes

4.
SA changes mailing address of supplier.



Yes

5.
SA selects supplier invoice post routines.



Yes

6.
SA posts invoice for supplier just amended.



Yes

7
SA selects payment run and cheques are produced.


Yes

8.
SA selects mail label run for suppliers with cheques.

Yes

9.
SA goes back to master file maintenance.



Yes

10.
SA changes supplier mailing address to original.


Yes

Simplistic and far fetched it may well be but it highlights the fact that fraud may only be detected in groups of transactions, maybe over considerable time periods, which eventually culminate in fraudulent activities. 

Expert systems which continually trawl through data warehouses looking for pre-defined patterns of transactions, applying rules to the data, would need to be written for each industry type. Enron would have a much different configuration from the normal distribution or manufacturing company set of rules. Writing expert systems by industry type would be a massive undertaking per se but when one considers the multiplicity of software applications available around the globe then the task becomes impossible. Each software vendor has differing data schemas and expert solutions would need to be written around each one; already, Auditmaster is written for the Sage software solutions but would need to be altered for Pegasus, for Great Plains, for SAP, for PeopleSoft for J.D Edwards, and so on.

To obviate the need for this and to enable the delivery of expert systems, (and to an extent more standardised CAAT systems), a standard language is required; that standard is the Extensible Continuous Auditing Language (XCAL). Based upon the work carried out in defining a generic General Ledger in XBRL, generic transaction definitions need to be generated and deployed. This work is about to be carried out by the two Centres for Continuous Auditing.   Given generic standards for transactions which may be read and interpreted universally, continuous auditing software vendors can write systems which are independent of the types of application software available. The standards, once developed, may even be encompassed in standard application software developed henceforth.

As an example of XCAL each master file and each transaction can be developed from the traditional schema, defined by individual software developers, into an all embracing, generic, XCAL schema. Thus, replace this file definition:

 File . . : SOPOH      S O P Batch Header                                      

 Field_Name Start   End BytesDescription                                 

 OHDELF         1     1     1       Delete Flag                                 

 OHORDR        2     5     4       Sales Order Number                          

 OHSTAT         6     6     1       Order Status                                

 OHODDT       8    11     4        Order Received Date                         

 OHCUSN      12   17     6        Customer Code                               

 OHCSUB      18    20     3        Customer Sub Code                           

 OHDCNM    21    60    40       Deliver to Customer- Name                   

 OHDCA1      61    95    35       Deliver to Customer- Address                

 OHDCA2      96  130    35       Deliver to Customer- Address                

 OHDCA3    131  165    35       Deliver to Customer- Address    

A Sample from A Traditional File Layout (Note 4)

 with  a universal definition similar to this, taken from XBRL:

 edited with XML Spy v4.2 U (http://www.xmlspy.com) by Eric Cohen (private) 

  --> [image: image3.png]



- <linkbase xmlns="http://www.xbrl.org/2001/XLink/xbrllinkbase" xsi:schemaLocation="glc XBRLGL.xsd" xmlns:xbrl="http://www.xbrl.org/2001/metamodel" xmlns:xlink="http://www.w3.org/1999/xlink" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
- <presentationLink xlink:type="extended">
  <loc xlink:type="locator" xlink:href="XBRLGL.xsd#accountType" xlink:label="glc_accountType" /> 

  <loc xlink:type="locator" xlink:href="XBRLGL.xsd#accountMainID" xlink:label="glc_accountMainID" /> 

  <loc xlink:type="locator" xlink:href="XBRLGL.xsd#accountMainDescription" xlink:label="glc_accountMainDescription" /> 

  <loc xlink:type="locator" xlink:href="XBRLGL.xsd#mainAccountType" xlink:label="glc_mainAccountType" /> 

  <loc xlink:type="locator" xlink:href="XBRLGL.xsd#accountPurposeCode" xlink:label="glc_accountPurposeCode" /> 

  <loc xlink:type="locator" xlink:href="XBRLGL.xsd#accountPurposeDescription" 

       xlink:label="glc_accountPurposeDescription" />

A Sample of XBRL Coding  (Note 5).

       ​​​​​​  ​​  ​​  ​​​​​​  ​​      ​​​​​​  ​​​​​​                      

Assembling the System

The ingredients for the new paradigm are mostly in place currently. Once the definition of the XCAL standards is complete then, and only then, should work commence defining new expert systems with their rules. Figure 4  shows a mature continuous auditing platform, each component is detailed in the next section.
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                    Figure 4. Proposed Model for Secure Continuous Auditing

Overview of Continuous Auditing Model

Data and transactions are entered from various sources and enter processing at Level One where basic application editing occurs; at this stage applications continue to run as normal, interacting with the various users. There is a school of thought which requires that applications only proceed once the transaction has been processed by the continuous auditing software; but even with today’s processing power this would place too much of a burden on response times in a large application.

Levels two, three and four run in their own partitions and are secured from all users, including system administrators; setup is an external function carried out by Government approved System Audit Centres.

At  Level Two  all transactions and keystrokes are mapped to their requisite XCAL schemas, in real time, and captured forensically on a daily basis; Level Three takes these transactions and keystrokes though Real Time CAAT processing where the full range of checks is carried out. This process runs slightly after the application level but the delay is measured in nanoseconds. This is the first level where alerts may be sent out to a newly designated On-Line Systems Audit Centre (OLSAC). OLSAC is an organisation highly trained and skilled in business processes, information systems and auditing which can monitor alerts and investigate them on-line. The alerts are delivered through secure Virtual Private Networks and are graded for levels of gravity. The OLSAC is authorised by either Government or the Accounting professional bodies. Transactions are only kept for one day at this level but pass through immediately to Level Four where they are stored for years.

Level Four is  where the Expert Systems trawl through the stored and newly arrived transaction looking for patterns as defined by the expert rules. These rules are treated similar to virus definitions and are stored and updated in a central repository by industry type. As new intelligence develops new rule sets so they are automatically delivered and applied to the systems running in level four. This has a similar alert processing system to level three, but these alerts are more likely to be of a complex nature and may be graded differently from others. A further strength of Level Four is its ability to interface with various agencies to enquire and verify data given in transactions. An instance may be a new employee joining which causes on-line enquiries to be made against criminal records or the sex offenders register; another example could be checking new supplier details against Companies House to search for post codes or directors’ names corresponding to those of employees.

The concept of the OLSAC is new and probably alarming for the present Accounting and Auditing communities. It brings new methodologies, different from traditional auditing techniques. It is run by experts and becomes a dynamic element of the annual audit, except that it is far from annual but, rather, real time. The current auditors still prepare the financial audit but the report is appended by a certificate from the OLSAC confirming that the systems have been operated and investigated according to current standards and also detailing the annual alerts that were processed and any resulting actions that were taken. The question of to whom the OLSAC reports its alert findings to when they discover fraud is a thorny issue and needs further debate. Dalal (1999) writes:

The next generation of auditors will have to rely more and more on advanced analytical techniques and methods for conducting effective audits. Audit software will be indispensable in the foreseeable future. By making use of expert systems, an auditor can perform hitherto unimaginable tests and analysis on a given set of data; he merely needs to use his judgement and skills to pursue further findings.

Tongren (1999) concludes:

Although computers have become pervasive and critical to 99% of business processes, many internal audit departments still have more financial/operational auditors on staff than information system auditors. 

The investigating OLSAC is also equipped with software which allows for forensic, evidential capture of transactions, and snapshots of PC hard drives and databases. This software will be capable of running over existing networks whilst processing is live. Capture is authorised by the organisation but users are unaware when the capture is being undertaken.

Conclusions  

The emergence of a new standard, XCAL, makes it possible, for the very first time, to commence the delivery of continuous auditing systems across commerce and industry; it need not be limited in its scope, with expert systems being written for all aspects of life. It brings the possibilities of new auditing  paradigms and new stringent levels of security running daily and being monitored daily. It is also an opportunity to deliver protection at all levels of commerce, especially to those smaller companies who are more at risk from fraud because of their knowledge levels and reliance on external IT supply.

The standard releases the developers to deploy standard routines across industries without the need to produce for each separate application software scenario; the real-time CAATS are the front line troops fighting the battle whereas the Expert Systems are the generals examining strategies of war. Einstein and Machiavelli’s quotations are appropriate to the ongoing development which is Continuous Auditing, it remains to be seen who will be brave enough to seize the opportunities that the new paradigm presents.
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(2)  Available from http://sqlcourse.com/intro.html [Accessed 20/02/2003]

(3) A phenomenological law also called the first digit law, first digit phenomenon, or leading digit phenomenon. Benford's law states that in listings, tables of statistics, etc., the digit 1 tends to occur with probability  ~30 times, much greater than the expected 11.1% (i.e., one digit out of 9). and snapshots Benford’s Law explains a phenonomeneon I random data where numbers beginning with 1, 2, or 3 are more common than those beginning with 4 – 9.
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(4) Sales Order file layout, Chorus Software, Barnstaple. England.
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