Barriers to Continuous Monitoring








Continuous monitoring is not without its obstacles which take many forms.  The most common barriers, and some suggestions for “breaking through” them, are listed below:








Barrier #1 - No Time


One of the most common sayings today is “I can only do; I have no time for review”.  With all of the streamlining and reengineering of organizations, departments are working at bare minimums. Add to that the need to operate in a global economy, an Intrenet lifestyle, a need for more family life, and you can see where employees have little time for analysis.





In software development, there is what’s known as the Capability Maturity Model�.  It was developed in  November 1986 by the Software Engineering Institute (SEI) with assistance from the Mitre Corporation to help organizations improve their software development process.  It was found in the study that most software development operated in chaos with no planning and little subsequent analysis.  By taking on processes that track cost, schedule, and functionality, the necessary process discipline would be in place to repeat earlier successes on projects with similar applications.  Over time, the process can mature into one that is optimized or that possesses continuous process improvement.  The morale of the study is that front-end and subsequent analysis is key to ensuring organizations do not continue to make the same mistakes and can instead continuously improve their service.





There is another saying that states, “I was too busy paying the bills to craft a life plan”.  Organizations need to understand that analyzing company trends and forecasting its future is one of the most important activities it can maintain.  If for example an accounts payable department spend all of its time to just make sure the checks get cut each week, possibly this area could be outsourced to a vendor who specializes in that activity.  Then, an Expense Analysis Manager could be hired internally to review trends in company purchasing, departmental expenses, duplicate payments, and potential fraudulent activity.  In that way, a non-core, time consuming activity can be replaced by a value added function. 








Barrier #2 - Access to data





Managers and auditors alike have had difficulties in the past obtaining data for analysis.  Solutions to these barriers, which have been crumbling on their own as data is being stored in more accessible channels (e.g., ODBC links to data), are listed for management and auditors below:





Management - Obstacles to management access of their data was normally due to the conflicting priorities of the information technology (“IT”) department.  Management inherently has a right to their data but had difficulty getting it themselves.  An easy way to remove this obstacle is to explain to IT that they would like to create their own reports, thus relieving them of their report writing duties.  Considering data access tools have improved over time where data can now be exported into tables as easy to read as Microsoft Excel files, such a request is easily made into reality.  Other methods to obtaining this data is to hire consultants to build a data warehouse of information that can be accessed by management independent of IT.  Obviously, such projects can be expensive and therefore may not be cost/beneficial, depending on the analysis to be performed.





Auditors - Auditors have had difficulty in obtaining data just due to their position; the internal cop.  As this role has changed over the years, auditors are now seen as value adding consultants who partner with management to better serve the organization and its customers.  It is in this new role that auditors have found the key to unlocking the preverbal “vault” of the information warehouse.  Auditors can now partner with the IT department to provide management with reports.  IT departments have always viewed the report writing exercise as a non-core activity and are usually pleased to relieve themselves of the duty, even if on a limited basis.  Auditors can then partner with management to identify the key analyticals/exception reports they need to better manage their business.  Since the flow of information through the organization is an integral part of any control environment, such activities can only be viewed as audit related as they help to provide timely and accurate data to management.








Barrier #3 - Technology Proficiency





Using a report writer used to mean typing hard to remember commands that were rich with their own syntax.  One wrong apostrophe mark and the report would crash.  Although such command language still exists today, it has been replaced by easy to use, point and click functionality that will write the command language in the background.  “Wizards” have even been developed that will walk the user through the entire report building process.  In many ways, the capabilities of software have remained the same…it is just that they are now much easier to use.  Even though they may be simple, they still require some training either through self study or instructed classes.  





Another way to maintain technology proficiency is to adequately document any report construction completed.  Staff turnover can be high at organizations as they move to a more project based environment.  Further, consultants that are hired to kick-start projects need to transfer any knowledge shared to internal employees prior to leaving.  The only way to ensure documentation is completed is to plan for the activities.  Project plans should not end at the deployment of the report writer but rather should extend through the entire documentation phase.





� Software Engineering Institute, 1986








