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The SarbOx Effect
Enacted to help restore public (and regulatory) confidence in SEC registered companies, SOX contains many sections designed to ensure that high standards of corporate governance become the norm in American companies. One section in particular, 404, has been the catalyst for the development of a proliferation of software tools. 

404 is concerned with the establishment of an internal control report which assesses the effectiveness of the company’s internal control structure; this internal control report must form part of a company’s annual report. 404 also rules that external auditors must be able to “attest and report on” the internal control report.  The high profile corporate collapses of 2001-2002 that were the catalyst for Sarbanes-Oxley (SOX) highlighted the dangers of having an inadequate, or non-existent, internal control structure in place. Having a strong, entrenched enterprise wide internal control structure should be an accepted part of doing business; CEOs and CFOs should not be implementing a structure purely to comply with legislation, they should be doing so out of a desire to strengthen and add value to their company.

Software born from Section 404 tend to promise to assist organizations meet the regulatory requirements of the Act; they concentrate on how they will help a company to tackle the onerous requirements of the new law. However, few seem to touch on the spirit of the purpose behind the law, in that SOX is designed to promote “good” corporate governance; companies should not merely seek to comply with the Act, but should use it as a vehicle to maximize long-term shareholder value.
In a speech to the American Society of Corporate Secretaries, SEC Commissioner, Cynthia Glassman, stressed that the tone within a company must come from the top of the organization. In the speech she stressed “One goal of the Commission’s recent rules..…is to ensure that “tone at the top” has real meaning.”

A Renewed Focus On ERM….And The Supporting Software
Although SOX concentrates on the need to have an effective “internal control” structure in the organization, it is becoming widely accepted that what’s needed is, in fact, a ‘risk management’ structure. For, to have an internal control, there must first be a risk that is being controlled. Designed to “raise a consistent risk and control consciousness”, the highly regarded COSO Enterprise Risk Management framework is becoming the industry standard for Enterprise Risk Management (ERM). Increasingly, companies implementing a SOX compliance program are looking to COSO as a starting point.  Software can assist this process and it should have the following characteristics:
Supporting Cultural Change - 
An effective enterprise wide risk management software tool will assist a company to comply with Sarbanes-Oxley; even more importantly, it will help to instill an ethos of risk management throughout all levels of an organization. Risk management does not simply mean identifying a risk and implementing controls to mitigate the chance of it occurring; an effective risk management program will also help to identify opportunities where money can be made by making educated choices on which risks to accept, which risks to transfer and which to avoid.

Readily Accessible - To ensure that risk management becomes an enterprise wide activity, a risk management software tool must be readily accessible by unit/line managers throughout a company regardless of their location. It is these people who are aware of the risks to their particular area of operations and are often able to institute controls quickly, effectively and cheaply to prevent the dangers posed by the risks from escalating.  In technical terms, end users (Line/Unit Managers) should have access to a centralized database via their web browsers, enabling them to assess and update their risk information from any internet capable computer. They should not need to have any software loaded onto their computer as the software is installed on a middleware server, which they log on to through their browser. End users are able to update those risks, controls, findings etc. that they have rights to, and to filter, sort and report on the data from the assessments.  Risk Managers should have software loaded onto their computer, enabling them to access the full suite of analytical tools and reports available in a solid tool.  
Flexible - As the unit/line managers are unlikely to be experts in risk management and do not need the complex reporting and analysis functionality that Risk Managers require, the tool must be flexible enough to be adapted to suit individual’s needs. 


Integration - Facilitating the identification, recording, assessment, treatment, and monitoring of risks across an organization, software solutions for companies require an enterprise-wide, systematic and consistent approach to business risk management. A Web based product is ideal for organizations with many people needing to access risk assessments from different locations and with different levels of security. The software should integrate an Internal Audit component, allowing the validation and verification of these assessments, which can then be brought together in automated reports at an enterprise level.

Standards-Friendly - Combining the integrity of internationally recognized standards and methodologies (The generic COSO business model framework is provided with ERA) with the experience of organizations worldwide, ERA gives risk managers and auditors considerable flexibility to collect information, analyze that information and present structured, tailored reporting to unit and/or senior management and other stakeholders. 

“To be truly effective, a risk management tool should be flexible enough so it can be adapted to suit an organization’s personal risk framework; it should be able to capture information from multiple sources and produce reports that exactly meet a company’s needs, including matching in-house styles and terminology.  Enterpriser Risk Assessor, Methodware’s flagship risk management solution, has been designed to be inherently flexible. As it is web enabled, users can access, assess and upgrade their risk assessments from any computer with an internet browser. It also contains a Builder Tool, which gives a risk manager the ability to build the risk framework to suit in house terminology, risk appetite and reporting needs/styles.” states Charles Norwood, Methodware’s Marketing Manager (www.methodware.com) and one tool that can help raise the bar on a Sarbanes-Oxley effort.

Where To Start
To obtain a full list of risk assessment and Sarbanes-Oxley software solutions, check out the AuditSoftware.Net Vendor Directory, available at: 
www.auditsoftware.net/community/vendors/.



